I. Introduction
To achieve land force dominance in 2025 the U.S. Army has identified two required capabilities, "Knowledge" and "Speed". 1 Speed is described simply in terms of having faster weapons systems and logistics vehicles. Knowledge is summation of situational awareness, both friendly and enemy, relevant to battlespace effectiveness. The warfighter requires a data network which can provide information when it is needed, where it is needed with a reasonable assurance that the data has not been altered or intercepted. The data communications architecture of the army is the underpinning of the entire structure of the Army After Next.
Without the ability to provide the data connectivity between the Army After Next computer systems the advantages of knowledge and speed will be abrogated. If an adversary can nullify the United States Army's ability to move data across the battlespace he will effectively neutralize the technological advantages of the Army After Next. Therefore the information grid must be sufficiently robust and secure to resist any such attacks. At the same time the network must reduce the manpower required and the weight of the Army's current communication systems, especially at echelons of brigade and below. To produce communications systems which are more effective, lighter, and easier to operate and manage will be a significant challenge facing the Army After Next. This minimum level will be inadequate as the force moves to support Joint Vision 2010. A faster, lighter, more secure, reliable, and easier to manage system will be required to support a rapidly changing battlespace with systems entering and leaving geographic areas rapidly.
The system must be able to adapt to these changes as they occur. The system must provide both network and transmission security to protect the system from the various threats. If knowledge is the key lever in Joint Vision 2010 then the security needed to protect that component will be of paramount importance.
The systems of the future should also be sufficiently technologically mature to provide confidence in the ability to field an operational system as scheduled. The system must posses the ability to move the large volumes of data that will be required for true situational awareness quickly across the battlefield. 
II. Evaluation Criteria
A fundamental attribute enabling the United States Army to fight as a Joint team is its ability to communicate not only internally, but with its sister services. This is expected to remain a procurement focus for the Army as it moves to Force XXI and beyond. 6 Army systems must be interoperable with other systems in the Army and with systems in sister services. The compatibility must be transparent and robust. These systems will need to be interoperable both at the data link layer and at the application layer. Interoperability will facilitate the creation of a "systems of systems" which will permit the aggregation of various forms of permitting the commander to rapidly see all relevant information. The first and foremost objective is to provide the foundation for a seamless flow of information and interoperability among all tactical, strategic, and sustainment/combat support systems that produce, use, or exchange information electronically. The second objective is to mandate standards and guideline for system development and acquisition that will dramatically reduce cost, development time, and fielding time for improved systems. The third objective is to communicate to industry the Army's intent to consider open system products and implementations. 8 The first criterion that should be used to evaluate any solution for a force based on knowledge and speed is adaptability. Adaptability is the attribute of a network that allows it to continue functioning as the network or environment changes. A network designed to operate in the highly lethal environment of 2025 must be able to continue to function even after the loss of a significant number of stations or nodes. The network should adapt and change itself as various forces move in and out of a particular geographic area. The network must be able to defend itself from various forms of electronic and information "attacks". 9 These capabilities will enhance the physical security of the network.
Security will be a key attribute of the information networks for the Army After Next. As the overall level of technological availability and competence grows world wide so will the threats to information networks. 10 The Army After Next wargames have demonstrated that there are significant vulnerabilities in current architectures that future opponents may attempt to take advantage of.
11
Security is a complex criterion that has at least nine major sub elements.
The purpose of a security architecture is not to make a system more difficult to use, it is to ensure the information on the network is accurate, accessible and secure. 12 The attributes that support that functionality are defined in the DoD Goal Security Architecture (DGSA).
The specific security services discussed in the JTA-A are authentication, access control, data integrity, data confidentiality, non-repudiation, availability, security audit and key management. 13 Confidentiality is the protection of transmitted data from being read by an unintended party and protecting data from analysis. Authentication is the assurance that the source of a message is who it claims to be, and ensuring that continuing communications are not from a third party masquerading as either of the original two parties.
Integrity has two attributes, one is ensuring that a given data stream is complete and accurate, and the second is ensuring that the data connection between two parties remains available. Nonrepudiation is a mechanism by which a receiver can prove that a message did in fact originate from the sender, and the sender can verify that the receiver did in fact receive the message. Access control is ability to limit access to either systems, data or communications links. Availability is ensuring that data and communications links are available when required. Technological Maturity is a third criterion involving two key attributes. The first is that the technology has been implemented in a production environment as opposed to either concepts or prototype systems in a laboratory setting. The second is that the technology is sufficiently mature in that it has been adopted as a standard by a recognized standards body.
The fourth criterion, bandwidth is a combination of two measures. One is, what the maximum data transfer rate of the network, typically measured in bits per second, and the second is the effects of stress, such as peak data loads, or communications noise on the ability of the network to adapt and continue to pass critical data in a timely manner.
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III. Force XXI and the First Digitized Division
As Army planners began to prepare for the 21st century they realized that the unique attribute that would be possessed by dominant forces in that century would be the capabilities presented by information technologies. To rapidly begin leveraging these technologies the Army began a series of Advanced Warfighting Experiments to design and equip a force which would be able to use information to dominate the battlefield. However, Force XXI was about more than just equipment, the Force XXI initiatives were also about doctrine, organizations, training and sustainment.
Force XXI uses technology to increase the lethality and effectiveness of weapons and support systems on the battlefield. 16 A key to achieving the increased lethality and effectiveness promised by Force XXI is the concept of distributed operations. Operations are distributed in space and yet synchronized in time in order to achieve simultaneity and massed effects. This requires dispersed systems which can be synchronized and employed to a common purpose in time and space more rapidly than an adversary can react. 17 An underlying component of this capability is the ability to transmit information across the battlefield to all weapons and sustainment systems in a timely and seamless manner. Information will have to be transmitted quickly, reliably and in large volumes in order to make this concept work. 18 This data network, or internet, is the linchpin in the ability of Force XXI to achieve information dominance as part of the joint team. The EPLRS has been described as the "heart" of the tactical internet. In the point to point mode it can achieve data rates of up to 57 kilobits per second. 
IV. Joint Tactical Radio System
The Joint Tactical Radio System (JTRS) is a DoD program designed to provide a common radio family to all services to meet the future radio requirements of all three services.
The JTRS program was started as a result of a Defense
Quadrennial Review requirement to consolidate radio programs among all of the services. This requirement grew from continuing problems with establishing intraservice communications links at critical times. 29 The JTRS is intended to replace most of the radio components of the Force XXI tactical internet including SINCGARS-SIP, EPLRS and NTDR. At the same time the system has competing requirements for backwards compatibility with many different service radio systems. If the threshold version of the radio is able to meet all of the standards and the performance requirements it will be a standards compliant radio.
The Joint Tactical Radio System is intended to achieve the requirement for compliance with a wide variety of standards and frequency bands through the use of an open systems architecture and software reprogramable components.
In fact the open systems architecture, and "modular, scaleable and flexible in form factor" requirement is defined as a "Key Performance Parameter" which must be met by any system proposed for adoption as the Joint Tactical Radio System. 32 The JTRS is subdivided in the Mission Needs Statement (MNS) into two separate subsystems, the radio system and the network. The radio system is intended to meet many of the challenges currently facing tactical radio systems. This includes the ability to pass increasing amounts of data in a bandwidth constrained environment, while at the same time decreasing overall space, weight, power and cost. 33 The radio system must be able to adjust power and bandwidth requirements dynamically in order to minimized demands for constrained resources, such as the frequency spectrum, while at the same time providing the bandwidth when it is needed. Bandwidth is a key determinate in the functionality of the networked portion of the radio system.
The networked portion of the radio must be able to perform dynamic intranetwork and inter-network routing for data transport, and must be able to serve as a gateway between the JTR network and other military Internet Protocol Networks. 34 Specifically the system has a requirement to be able to reconfigure a 150 terminal network within 15 minutes, this is distinct from the current Force XXI Tactical Internet which typically requires 12 to 24 hours to reconfigure a network. 35 This ability to dynamically reconfigure the network enhances the capabilities of the Joint Force significantly and allows a rapid reorganization "on the fly".
To permit the rapid fielding of the radio system the requirements have been broken down into "threshold" and "objective" requirements that are intended to be met over time as the radio matures. The threshold networked system is required to have an embedded GPS, capable of simultaneous voice and data communications, and capable of data rates of up the 16 kb/s. While this is an improvement over the SINCGARS-SIP data rate of 9.6 kb/s it is still significantly less than the EPLRS 57 kb/s capability. As a result the Army migration plan calls for a phased migration where the threshold system replaces the current SINCGARS-SIP radios and the later objective or "wideband" radio replaces the EPLRS and NTDR radio systems. 36 Achieving the networked version of the radio at the 57 kb/s capability has significant technical challenges.
The first challenge is the identification of a modulation technique that will permit the passing of 57 kb/s of data inside the current VHS band. The current SINCGARS channel spacing provides a 25 KHz channel band, for frequency shift keying (FSK) the maximum theoretical baud rate would be one half of the channel bandwidth or 12.5 kb/s second. If a phase shift modulation is then applied on top of this the maximum data rate is the phase shift rate times the baud rate. Current technology has a maximum of Quadrature phase shift keying (four phase shifts per cycle) which produces a maximum theoretical data rate of 50 kb/s.
Due to the problems of fading and distortion which occur in the VHF band the current state of the art is limited to a practical level of about 16 kb/s. One study recommended the usage of the Microwave band, specifically 902-928 MHz, in order to overcome the propagation problems and provide a greater channel bandwidth to support higher data rates. 37 The engineering challenge to this is that it requires a radio that can simultaneously operate in the VHF band for backwards compatibility and operate in the microwave band to achieve the higher data rates required for the Army After If a protocol like JITTER is implemented as part of the threshold JTRS the system will be better able to meet the dynamic reconfiguration requirements, though changes to the JTA-A will have to be made to accommodate the newer protocols.
This may also cause the system to use a protocol which is not in wide use in the commercial sector.
Based upon the number of requirements in the operational requirement document dedicated to security the JTRS should provide a relatively high degree of security. The threshold system is required to be capable of point to point (link) security, over the air rekeying (OTAR) and remote exclusion and zerioizing of compromised terminals. The networked version is required to be able to provide security for a secret high network and the ability to detect and alert the operator to the presence of viruses during initialization. 39 The objective version of the JTRS has requirements that resolve those features that are not implemented in the threshold version such as private key infrastructure for end to end security and multi level security.
V. Navy MONET
Like the JTRS the Navy High Data Rate Mobile Internet (MONET) is essentially a concept, however it is also a test bed in a laboratory setting so it is possible to arrive at an initial understanding of its conceptual design and compliance with standards and requirements. Further as concepts in MONET have been found to be technologically mature and desirable they have been gradually incorporated into the Navy's IT 21 initiative so that some of the test bed components are also deployed in an operational environment.
The purpose of MONET is to extend the Defense Information Systems Network form shore to ships at sea. The target data rate for a link is the commercial 1.544 megabit data rate (T1). This is an aggregate level link which caries voice, data, video teleconferencing, radar and weapons data and any other routine tactical traffic. The link must be of high enough quality to support all of the applications that are running over it. 40 This provides the requirements base for designing the test network. The lack of any routing data makes some of the performance characteristics of the network difficult to evaluate.
Clearly this network is intended for use in a relatively static network. Once a satellite link is established to a ship at sea it could be maintained for an indefinite period of time. The SHF links would also be relatively static in that battle groups do not appear to change task organization frequently once they are at sea. Further the equipment form factors are not significantly constrained in that this network appears to be designed for deployment exclusively on larger battle group vessels. The lack of design consideration for dynamic reconfiguration gives it a serious liability as a potential candidate for a data network for the Army After Next.
MONET's primary strength is in its bandwidth capability.
The minimum data rate of 1.544 Mb/s is significantly higher than most of the data rates considered for the Army after next systems. This would make this system an ideal candidate to support relatively static headquarters and facilities where minimal network reconfiguration would be required and most moves are planned well in advance. The system is forward thinking in that it merges the functionality of voice, data and video into a single switched network instead of requiring parallel, resource intensive networks for each service. 44 By using a large degree of Commercial of the Shelf (COTS) equipment the overall technological maturity of the network is high. Some specific work arounds had to be utilized to compensate for the areas where ATM is still relatively immature, specifically the integration of constant bit rate (CBR) applications such as voice and VTC over ATM. Since standards for CBR signaling and controls have been adopted since the initial MONET report was completed this specific problems should be either resolved or able to be resolved within the near future.
VI. USMC Operational Maneuver from the Sea
The This system has a marked advantage over other technologies in that it is not only relatively mature, but it is deployed now in a commercial environment where there is a financial incentive for continual improvements and enhancements to the network. It is not unreasonable to predict that the data rates will probably increase with time, the transceivers will become smaller and the ability of the receiver modem to move at higher speeds will be developed to meet commercial market demands. Of the commercial alternatives the Ricochet network provides the best security profile since it is using low power spread spectrum techniques to provide link security.
However, it lacks actual link encryption or any form of IPSEC therefore once the signal is penetrated the network is vulnerable to intrusion or monitoring.
The most technologically mature networks are the two commercial alternatives. CDPD has been around since 1994
and is widely available throughout the United States. 4 Force XXI uses a mix of modified versions of currently fielded equipment to achieve the required data connectivity. The data radio, SINCGARS -SIP, is a modified version of the fielded SINCGARS ICOM radios which had a better data modem installed to provide more reliable data transmission at 9600 bits per second. The Enhanced Position and Locating Reporting System (EPLRS) has been under design in various forms since the 1970's and was envisioned primarily as a position locating tool until the advent of GPS made the positioning capability less relevant. However, the EPLRS -VHSIC version proved to be a superb data radio and was drafter to function as a data radio instead of a position reporting tool. Mobile Subscriber Equipment (MSE) has been enhanced with the addition of the High Speed Multiplex (HSMUX) equipment in order to facilitate data transmission at up to 512 Kb/s. The only system designed specifically for Force XXI is the Near Term Digital Radio (NTDR) and its predecessor the Surrogate Digital Radio (SDR) which were designed specifically to provide high speed data links between Brigade TOC's. Because of the challenges and high degree of technical skills required to manage these systems one of the most consistent features of all of the Advanced Warfighting Experiments have been the small armies of contractors required to manage and support these systems. 5 The Defense Information Systems Agency (DISA) utilizes nearly all commercial equipment for its Defense Information Systems Network (DISN). Most U.S. Army Theater Signal Commands utilizes commercial equipment for strategic communications, and a large variety of COTS equipment to provide increased capabilities over the standard tactical equipment. 6 25 The heavy use of CISCO routers and the Open Shortest Path First (OSPF) internal routing protocol contributes greatly to this problem. The OSPF protocol does not permit dynamic reassignment of IP subnets between networks without significant management effort and overhead. Also the static nature of the EPLRS network contributes to these difficulties.
